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cybercrime. By using both qualitative and quantitative methods,
the project aims to explain how money mules become involved In

criminal networks. Knowledge on this matter can be used to
a. the motivations for individuals to engage in hacktivism and the disrupt cybercriminal activities.

process they follow to become hacktivists;

Using diverse theoretical background rooted in social psychology
and criminology, the project investigates:

b. the reasons that prompted them to use hacking as their main
form of protest;

c. their modus operandi and the organizational dynamics within
® GL- HUHQW KDFNWLYLVWVo JURXSY DQG C ®

Digital literacy Is an important 21st century skill. Everyone should
nave a basic knowledge of programming. Because programming
anguages and natural languages have similarities we will be
researching how natural language acquisition strategies can be
used to enrich programming education. Consecutively the focus
lies on reading, structuring and writing code.

Research into the impact of Image Based Sexual Abuse and
Romance Scams, the public discourse on victimization and the
relationship between these two to gain further insight into the
depth of impact, victim- and self-blaming.

Cyber-dependent crimes (e.g. hacking and ddos-attacks) are on
the rise. With the digitalization of society, these cybercrimes are

Society depends on the safety and security of software. Powerful likely to cause more and more damage. Prevention strategies are

methods exist for the automated generation of visual graphs of the therefore badly needed. This research project will investigate the

inner workings of software systems, but manual analysis remains GL-HUHQW ZD\V LQ ZKLFK LQGLYLGXDOV EHFRPH LQYROYHG
required to further investigate security weaknesses. This research dependent crimes and develop interventions aimed at deterring

project will investigate how to automate this manual process. these (potential) cybercriminals.

This research will gain insight into the steps cybercriminals take to Putting the social in the technical can be considered an act of care.

commit their crimes through crime scripting. Based on the crime In this PhD project, a corporate governance model that facilitates

VFULSW LOQOWHUYHOQWLRQV DLPHG DW WKH RAHAERGIHAWYED GG WILIFKNVILY W XIIJIHYWHG 'H® QLQJ VHFXULWY EVY GH
developed and tested. broader way, the social aspects of cybersecurity are included. Care

ethics will be the theoretical lens in this research. It distinguishes itself
by looking at relationships, empowerment and the obligation of care.
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